CHAPTER THIRTEEN

Architectures of
the Future: Building
a Better World

e, as societies, are rapidly building the information archi-

tectures of the future. As we do so, much will turn on how

interconnected these systems are and how their interoper-
ability is managed. For instance, interoperability is at the core of the fast-
growing social web, of Facebook and Google and those whole swaths of
life mediated by networked mobile devices. The principle of interoperabil-
ity is proving essential as we move our health records into electronic for-
mats in search of better care at lower costs. It makes possible the air traffic
control system that keeps travelers far safer than they would be without it.
Interoperability is central to the development of sustainable global mar-
ketplaces of ideas, goods, and services. Interoperability is a key to the long-
term preservation of the world’s knowledge and heritage.
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Three new architectures on the horizon—cloud computing, the smart
grid, and the Internet of Things—show us why it is vital and urgent that
we get interop right at the levels of both theory and practice. These systems
also serve as targets to aim for; each of these emerging systems is designed
to be part of the solution of some of the most pressing problems hu-
mankind faces. For each, interop is a key design consideration. The degree
to which they are interoperable will determine, in no small part, how ef-
fective the systems are. Without enough interop, these systems will not
come into being. If they are made to be too highly interoperable, new prob-
lems could arise. Each of these three emergent architectures will enable us
to create a better world if we strike the right balance between seamless in-
terconnectedness on the one hand and extensive amounts of friction on
the other.

Interoperability is an essential factor in the development of these three
developing complex systems. The cloud provides an essential part of the
computing infrastructure of the future; individual users, entrepreneurs, com-
panies small and large, and governments around the world will rely on it.
The smart grid has the potential to solve the energy crisis that we face from
San Francisco to Beijing and in every city in between. The Internet of Things
might well establish a highly interconnected, data-generating universe that
opens up new spaces for creativity, innovation, and experimentation.

All of these architectures of the future demonstrate how important it is
to get interoperability right at the theoretical level. They also show how
hard it can be to make the right design choices when it comes to imple-
mentation at the four layers of the interoperability model. These future-
oriented examples demonstrate the importance of breaking down a series
of barriers, from the technical to the cultural, to the establishment of mean-
ingful interconnectedness. Finally, these examples make plain the impor-
tance of collaboration, over extended periods of time, between and among
private-sector and government actors for getting interop right.

loud computing is the primary new infrastructure for computing and
the Internet. In a cloud-computing environment, the basic functions
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of computing remain the same. We still use computers to share information
with one another socially and professionally, to book travel, to purchase
new books, and so forth. In most cases, we as consumers do not notice
much of a difference when our experiences online are powered by cloud
computing. But a new kind of magic is at work behind the scenes. The way
in which these tasks are carried out is changing rapidly in a cloud-based
environment. These technological differences may seem subtle, but they
are in fact profound. They involve and in turn lead to much higher levels
of interoperability in many respects.

Cloud computing is the delivery of computing as a service rather than
as a product. The difference between the previous computing paradigm
and cloud computing is the idea that shared resources (such as data) and
software are provided to computers and other devices as a metered service
over a network. Typically, that network is the Internet. In a world of cloud
computing, one would never need to get a disk in the mail to put into a
personal computer. In a cloud-based infrastructure, all the information,
computer code, and processing power is located on the network. The
personal computer—or smartphone, for that matter—functions mostly as
a simple device to access what is happening online.!

Cloud computing is a familiar concept, at one level. Many people already
rely upon Google’s Gmail service for their e-mail, use LinkedIn and Face-
book to manage their contacts, and share files with one another through
Dropbox and YouSendIt. These services demonstrate the basic idea of
cloud computing. Any user who has a web browser and a network connec-
tion can access information he or she has stored online and can process it
using technology that is hosted in the cloud. Very little needs to be kept lo-
cally on a computer or a smartphone. The functions are similar, but the ar-
chitecture that supports them is different.

Although these changes for ordinary computer users are important in
their own right, cloud computing brings with it more substantial changes
for businesses and governments and for the way they handle information.
In the context of businesses and governments, a more formal definition of
cloud computing helps illuminate the changes underway. According to the
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US National Institute of Standards and Technology (NIST), cloud com-
puting is a “model for enabling convenient, on demand network access to
a shared pool of configurable computing systems (networks, servers, st.m:—
age, and so forth) that can be rapidly provisioned and released with mini-
mal management effort or service provider interaction.”” This formal
definition is useful because it focuses attention on the way professional
technologists handle their systems. Just as consumers might choose to keep
all their e-mail on Google’s servers and rely upon Gmail as an e-mail pro-
gram, I'T managers can provide more extensive services to their users while
avoiding costly, time-consuming processes associated with managing hard-
ware locally and downloading software to every workstation.

Cloud computing does not entirely change what businesses and govern-
ments can do using computers, but it makes things much cheaper, faster,
and more efficient. For example, the city of Miami relied upon cloud com-
puting to improve its 311 nonemergency phone line, which citizens use to
report issues such as potholes or missed garbage collections directly to the
local authorities. Using a cloud computing infrastructure, Miami developed
aweb application that enables users to track service requests online and to
see other requests that have been made in the area.® The difference that
cloud computing has made in a case like Miami’s is that the city did not
have to develop all the functionality on its own, nor did it have to invest in
expensive infrastructure to make this new service run. The city of Miami
only had to build an application that established an interface to cloud-based
services on behalf of its citizens.

Cloud computing is also making a big difference for small companies,
which can now launch ambitious services that they never could before. A
Canadian entrepreneur, for instance, had the idea of creating a new type of
online bookstore, one that mimics the shelves of a brick-and-mortar store.
In this new online store, book covers are organized in the traditional way,
where one can get lost for hours browsing books as in a real bookstore. After
a few months of work, the entrepreneur launched the new online store.* In
the cases of this new online bookstore and Miami’s pothole-reporting ap-
plication, cloud computing’s networked infrastructure made the deploy-

ment of ambitious projects possible on a time line, and at a cost, that was
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previously unthinkable. It was possible to create such systems before, but
at costs that were prohibitive for many organizations.

As with most things in computing, matters get complicated very quickly.

Cloud computing services come in many flavors, with acronyms such as
Saa$ (cloud software as a service), Paa$ (cloud platform as a service), or
Iaa$ (cloud infrastructure as a service). It is also possible to build both pub-
lic and private clouds, as well as hybrids. The basic idea behind the funda-
mental shift in I'T, however, is straightforward: in the same way that many
of us are using web-based e-mail services such as Gmail or Yahoo! Mail,
businesses can use cloud services to store and process their data and to de-
velop and run applications. Businesses can also create entirely new services
for their customers that connect to Gmail or Yahoo! Mail. For instance,
software-as-a-service models allow for contacts in one program, such as
Gmail, to be integrated with an online service like Salesforce, which sales-
people use to track leads and monitor progress with customers.

The benefits of cloud computing are many—and they depend upon in-
teroperability in order to be realized. For individuals, cloud-based services—
ranging from Facebook (for social information) to Dropbox (for basic text
files) and SoundCloud (for music)—are convenient, and they are often free
to consumers. These services also provide a level of data security that would
be hard, perhaps even cost-prohibitive, to achieve on a single personal lap-
top. For companies and governments, cloud computing is typically a matter
of cost savings and time-to-market. Cloud computing offers the promise of
low-cost, flexible access to scalable computing resources and enables insti-
tutions to outsource noncore activities to someone else’s staff, The US fed-
eral government, for example, launched a landmark cloud computing
initiative in 2010 that is expected to reduce its data center infrastructure ex-
penditure by approximately 30 percent over the coming years.® If the sys-
tems involved do not have a high degree of interoperability at multiple levels,
the government will not accomplish its cost-reduction goal.

Cloud computing is by its very nature all about interoperability. The en-
tire point of cloud computing is that it allows for new levels of interconnect-
edness—at the network level, instead of at the level of personal computers.
Systems that run in the cloud need to be able to interact seamlessly at the
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data and the technology layers. For instance, in order for a contacts system
in Gmail to be able to connect to Salesforce’s software in the cloud, these
systems need to be made highly interoperable with one another, either di-
rectly or through an intermediary. In the previous computing environment,
the systems involved were vastly less interoperable. The computers on
which users stored their contacts would not be connected to the computers
that stored the sales data, processing power, and software to run the pro-
grams that supported the sales operation. In the cloud-based environment,
the level of interconnection across the board is substantially higher.

Asa consequence of these heightened levels of interconnection, this new

computing architecture also brings with it new challenges. The list of con-
cerns is long. In a world of cloud computing, will we know in which country
the data we are using are hosted and stored? Which government has juris-
diction over data in the cloud? Will our existing safeguards prove strong
enough to protect confidential data in the cloud? Who owns data in the
cloud? Who can access those data? What happens after data in the cloud
are deleted? The list of issues related to data location, privacy, security, and
ownership goes on and on. Accountability and liability are major questions:
who will pay, or how will costs be apportioned among multiple players, if
a highly interconnected system breaks down? The answers to these ques-
tions will be especially important when various companies work together
in the cloud in the course of providing services to end users. Transparency
is also a major consideration: how will computer users know who is han-
dling their data, and where they are located in the world in geographic
terms, at any given moment? In this new, complex environment, policy
makers worry about tracking information, not to mention liability, among
various different clouds, which may be held in a mix of hands and across
multiple jurisdictions.

To delve into the specifics of how to create and manage interoperability
in the cloud, let’s start with cloud-based social networking sites like Face-
book, Orkut, LinkedIn, Ning, or Xing (a social network of businesspeople
in Europe, with over 10 million members). These services are familiar ways

that consumers use cloud computing to access personal and social infor-
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mation. Technical interoperability in this type of communication service
typically has two dimensions: vertical interoperability (interoperability
within a single platform) and horizontal interoperability (interoperability
across different platforms). Despite being hosted in the cloud, many social
networking sites are constructed to be deliberately noninteroperable alon
the horizontal dimension. In other words, they are designed not to worlf
together with competing social networking sites.
There is very little horizontal interoperability across social network sites,
which are holding important personal information in a series of privatel
clouds. There is no simple way to move your account data—a feature called
“data portability”—from one social networking site to another. However
much you might want to, you simply cannot move your Facebook friends
to Twitter or from Twitter to LinkedIn, and so forth. You would have to
download each individual photo, link, and note and then upload them all
over again. The logic behind these interoperability barriers goes back to
the phenomenon of network effects. The greatest asset of companies such
as Facebook and Twitter is the breadth of their user base and the qualit
of the “social graph” that this broad user base comprises. The more peoplz
use a particular service, the more likely others are to join. From a business
perspective, it makes a lot of sense for these companies to lock in users by
making it attractive to join but difficult to leave and start a new profile with
a competitor.

The kind of interoperability we see in the cloud-based environments of
Facebook, Orkut, Twitter, and LinkedIn is vertical, not horizontal. These
services have built in a great deal of interoperability within the services
they control but fairly little across competing services. For instance, they
excel at implementing new ways for users to take content from other
sources and rebroadcast it through their own services. Facebook recognizes
when users include a website or video in status updates and pulls up thumb-
nails or even onsite portals so viewers can watch the video without leaving
the page they are on. Twitter recognizes links and encourages shortening
the links to fit its 140-character limit. Similarly, these companies want to
maximize their user base and convenience by making themselves broadly
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accessible, and so they develop apps that allow users to access their services
on mobile phones, some even through SMS platforms. This interconnec-
tion is made much simpler and more extensive by the fact that these ser-
vices reside entirely in the cloud.

Cloud-based services also support innovative ways to improve health
care through better access to health information. Interoperability made
possible by the cloud is at the heart of these improvements. For instance,
Microsoft’s HealthVault enables patients and their doctors to do a better
job managing diseases like diabetes and heart disease. Patients at the Cleve-
land Clinic (a nonprofit medical center that performs care, research, and
education functions) use at-home monitoring devices to measure data on
glucose levels or heart rates; the data are uploaded to HealthVault and are
then immediately available to the patients’ health care providers, allowing
them to follow the progress of their patients remotely and to draw on more
comprehensive and accurate data when meeting with the patient at the
clinic. In a precloud environment, this exchange of information would be
much slower and more expensive. The vertical interoperability within
HealthVault and related services allows people in separate locations to work
together on a common task, such caring for a patient’s health. Neither the
patient nor the doctor needs expensive computing equipment or software

on their local machines; they just need a way to access the Internet. These
cloud-based technologies have been well received by patients and hold
much promise for improving medical treatment.’

These examples of health care and social networking show the effects
of moving computing power and information to the cloud. In both cases,
the cloud-based approach leads to a higher degree of interconnection
among people and data. These examples illustrate how high levels of ver-
tical interoperability can greatly benefit end users by linking together dif-
ferent devices, databases, and ultimately people. These examples also
illustrate that interoperability in the cloud cannot be taken for granted. In-
terop in the cloud needs to be created by design and managed with care.

Cloud computing is just emerging as an important computing paradigm.
The emerging challenges associated with cloud computing are close vari-
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ants of the challenges we have explored throughout this book, yet they are
heightened by the extensive degree of interoperability. For ins;ance chud-
c‘omputing service providers sometimes have strong business incen'tives to
limit horizontal interoperability across platforms or services, much as
Apple initially limited horizontal interoperability with its musi:: services

Complex technical issues also limit certain kinds of interop. Proprietar :
data formats used by different types of cloud service providers may limi}t’
the extent to which data can be rendered useful from one part of the cloud
to another. The lack of open and standardized infrastructure formats for
data puts limits on data portability even in cases where services might
choose to work together. Noninteroperable contracts (known as servgice

level agreements) among cloud providers can also work against portabilit
by setting different parameters for how an end user may interact with Z
cloud service and how that user’s data ownership rights are governed

Many of the interoperability challenges listed here—especially the t.ech—

nical and contractual issues—are best resolved by industry players. Current
industry-led cloud initiatives, such as those hosted by the World E.conomic
Forum and the Aspen Institute, are designed to resolve these exact prob-
lems by bringing together the big players in the cloud-service industr PThis
collaborative approach may well lead to new interoperability standarz;.s and
common protocols that will help take advantage of the best aspects of cloud
computing while mitigating the problems associated with it.

As in other interop settings, there is also an important role for govern-
ments to play. States can do more than merely stand by to intervene if mar-
ket forces fail to resolve some of the important interop issues. Governments
can se’r\./e as conveners and facilitators of standards-setting initiatives.
NIST’s important work—on definitional challenges, research, develop-
ment of use cases, and reference architecture development—nicely illus-
trates how this government role can be played to benefit v);riou
stakeholders, including consumers. The US federal cloud-computing stra:
egy,.an important statement of the power of government procurement
(which allots $20 billion in federal IT spending to the cloud), will shape
the cloud-computing landscape. And finally, there is one cha’llenge thit

F .-



240 INTEROP

only governments can resolve. An additional layer of particularly persistent
interoperability problems in the cloud—where data cross borders—stems
from divergent national laws and regulations. Governments in the digital
age must grapple with the essential task of ensuring that these institutions

work together better than they do today.

T he electrical grid is remarkably similar to cloud computing in terms
of how it works. Both are, by design, highly interoperable complex
systems that enable ordinary people and businesses alike to draw upon
common resources to carry out everyday tasks. On the electrical grid, con-
sumers demand and receive power without needing to understand the de-
vices or infrastructure that deliver what they need. Interoperability enables
the electrical grid to function seamlessly for vast numbers of consumers,
who do not have to call the power company every time they want more
electricity to flow to their home or business. Interop is also at the core of
the next generation of electrical grids, which are expected to be much
“smarter” than the current systems.

The electrical grid is among the most significant engineering achieve-

ments of the twentieth century. This complex network—power plants,
transmission lines, and other components—that enables the generation of
electricity and the transmission, distribution, and control of electrical
power is itself a marvel of interoperability. The next phase of development
of the grid is probably the construction of the “smart grid,” which would
be a vastly more efficient way of allocating energy and a boon to the envi-
ronment. The development of this new layer to the grid involves creating
new ways to share information between and among parties about the flow
of power.

The development of the smart grid is one of the most important inter-
operability problems on the horizon. In addition to linking virtually all
homes and buildings into a power network, the smart grid would establish
high levels of interconnectedness in the data about energy demand and
consumption. These new forms of interoperability bring with them the
promise that the smart grid will operate more efficiently than the existing
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power grid, but they also bring new problems, such as concerns about pri-
vacy and security. ’
Large parts of today’s power grid are based on design principles and im-

plementation choices that grew out of the first electrical networks and the
technology available in 1900. Since then, the world has changed dramati-
cally. The population in need of electricity, on a global basis, has grown ex-
ponentially. New sources of demand—especially due to the increasingl
widespread use of computing and other electronic devices, such as telel(\;/i}j
sions and radios—have put additional pressure on the grid. As grids have
be.come increasingly large, interconnected, and international, their vulner-
ability has increased as well. The massive blackouts affecting millions of
people in the United States over the past decade are important reminders
of the enormous pressure that modern life puts on our largely outdated
electrical infrastructure, even in the most highly developed nations. Man:
additional challenges, including security threats, lurk just undernea.tth th:
surface.

‘ Power companies and their regulators have launched large-scale initia-
tives to modernize today’s power grids and to make them more reliable, ef-
ficient, and safe. Government regulators, as well as those who prO\:ide
power around the world, are thinking hard about the capabilities that a
modern grid must have. Among the top requirements is the ability of the
network to “heal itself.” The idea is that the grid can be configured so that
it can deal automatically with problems such as power outages or service
disruptions. Information from grid usage can be used to nudge consumers
toward better behavior, so as to save energy and to allow the grid to operat,
more efficiently overall. . L
‘ The smart grid is in its infancy as a technology. It is not widely deployed
in a way that is obvious to consumers, but a great deal of planning and de-
velopment is underway. The smart grid promises to deliver electricity from
suppliers to consumers, but it will also offer built-in digital technologies
to facilitate communication between them. Today’s digital communicafion
network makes it possible for sensing, measurement, and control devices
to be made to interoperate. These devices can collect and pass information
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about the condition of the grid among themselves, allowing the grid to re-
spond dynamically to events that occur anywhere in the power generation,
distribution, and demand chain. The smart grid can adjust the power flow
in response to changes in the environment—for instance, by throttling
down what each home or office can demand in very hot weather to avoid
brownouts. The smart grid can also alter demand in positive ways. Con-
sumers can make better choices about what they really need at peak times.
The smart grid allows for dynamic pricing during peak periods of usage,
making consumers smarter about the real costs of energy consumption.
The system can also act dynamically to prevent systemic failure by tem-
porarily shutting down a distribution line at crucial moments.
New, interoperable appliances can help consumers act in ways that pro-
tect the environment through energy conservation. The deployment and
integration of smart consumer appliances and devices such as smart meters
and smart thermostats, along with automated control of equipment, will
help empower consumers to respond to changes in the grid and adjust their
behavior accordingly. Before the smart grid came along, this option was
only available to very large energy consumers—such as providers of cloud-
computing services who need extraordinary amounts of power to run their
massive systems. Under the new paradigm, users can allow the smart grid
to turn off certain appliances, such as dishwashers or washing machines,
during peak times to reduce demand and cut costs. The smart grid also en-
ables decentralized sources of power—for instance, energy generated via
solar panels on a house—to be fed back into the system. This feature be-
comes particularly useful for emerging building prototypes for structures
that generate more energy than they uset
The smart grid is not a substitute for the traditional power grid. It is an
overlay, built on top of the ordinary electrical grid, made up of highly com-
plex communication equipment and sophisticated metering system. Think
of the smart grid as an “energy Internet” that integrates a number of differ-
ent technologies and functions into one network of networks. Each of the
technologies that is part of the smart grid (ranging from smart sensors to
improved grid-level storage technologies) has positive effects on its own.
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But when these components can all work together in a coordinated w
using all layers of interoperability, they create significant efficienc 'ay}
an‘d will become a pillar of any future solution to the energy and c};iif:::es
;izes we face. In some sense, interoperability on the smart grid is the smart
The interop problems associated with the emerging smart grid are man:
ar.ld complex, and for the most part they are far from resolved. Thus far. only
pieces of what will eventually be the smart grid exist. Many of the sma,rt ;
pliances that will support the grid are still just on engineers’ drawin boaradp-
Those that are in production are not in widespread use. There are sfill ma'oS :
capital costs to be borne by energy companies to support these a lian] "
and the related information networks. In addition, all the necessl:}r’ te:}els
nologies and the ways in which they are supposed to interact across t);le d'f-
ferent layers of the smart grid are today insufficiently standardized N
The first problem associated with interoperability and the smax.'t rid is
the basic fact that the smart grid does not yet exist. It is a fruitful exagm le
of an interop problem because it is on the drawing board, calls for high ge-
grees of interconnectedness, but has not yet been built out in full T}?e 1
els of interoperability still need to be set, and many different peo .le W el:
like to have a say about them—certainly, the companies buildin, }:he s o
g‘rid and their regulators have a role, but so too do consumers aid tho::ai:
civil society who look out for privacy concerns and issues related to publi
security. The whole set of problems associated with high levels of inIt’ero :
.erability will arise. How can we ensure that data about our private activ't'P.
in the home are not shared with the wrong people? How can we kee ltlljs
smart grid from being hacked by terrorists? How can we ensure that f:,eche
nology that works in 2015 will still work in 2025, or is at least ﬂexibl-
enough to adapt, avoiding the problem of lock-in? How can companies ans
gf)vemments build smart grids that allow for—better yet, encour:
diversity and innovation? ’ e
OP':;};E .elflormous scale of the smart gx.'id poses special challenges for inter-
ility. The number of players involved is vast: customers (which

means vir Vi i ive O ly ‘Wwho 1S O ut
1 tually eéveryone in a given s cie ho is on the grld); ilities;
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equipment designers and manufacturers; local, state, and national govern-
ments; and environmental groups have a stake in the outcome of the stan-
dardization process. Add in the international dimension, and the challenges
multiply. In addition, a version of network effects works against interoper-
ability. Efficient peak pricing is such an example, where the benefits only
emerge when a certain number of people buy into the system and purchase
smart measurement devices that report back accurate data. The delayed re-
turn on investment at the outset makes people reluctant to invest in this
type of technology, which slows down the adoption of interoperable smart
grid technology.

Once established, there will be drawbacks to interoperability on the
smart grid. One major risk of broad interoperability based on standards-
setting is technological lock-in. Standards-setters need to ensure that the
rules established at the beginning of the smart grid’s existence are stable
enough to support development of the smart grid but malleable enough to
support innovation over time. Security is a second potential drawback. A
highly interoperable smart grid is more complex than the less-networked
grid of the past, offering more points of vulnerability. Standards need to be
set that will address the cybersecurity risks presented by full-scale imple-
mentation of the smart grid. And privacy concerns associated with the
smart grid are paramount. In the extreme case, any switch of the light from

on to off and vice versa would be tracked, reported, and analyzed. These
data, if not properly safeguarded, could be misused by marketing firms,
burglars, stalkers, and others who would do harm to users of the smart grid.
Whether in the United States, Europe, or Asia, governments are the
major drivers of interoperability on the smart grid. They acknowledge the
need and desire to create the smart grid. Everyone knows that we cannot
enjoy the benefits promised by the smart grid without getting multiple as-
pects of interoperability right. But optimal levels of interoperability, across
so many dimensions and involving so many actors, are not easy to achieve.
These government actors also see the range of possible drawbacks associ-
ated with increasing the degree of interconnection on the grid.
The development of the smart grid in the United States is guided by a
public-private effort with real promise. NIST, as in the case of cloud com-

Y
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puting, is helping guide industrial development of this next-generation s
t.em. NIST is leading an industry-wide, collaborative, and, so far, const -
tive standards-setting process for the smart grid. A federal Iaw—;he E ey
Independence and Security Act of 2007—tasked NIST with develo n'ergy
framework for interoperability on the smart grid, and Congress has flfl’::lge;
NIST to carry out this important work. In cooperation with the US Depart
menf: f)f Energy, NIST has identified the key issues associated with int:ro '
erability on the smart grid. The primary goal is to establish the ri }I:t-
standards to facilitate optimal levels of interoperability on the em l'g
smart grid. Smaller initiatives target key issues, such as cybersecur':rgmg
privacy, that must be addressed before the smart grid connects all ourlh);:;
and E?us.m.esses in new ways. The group has identified over a dozen standards
‘as prl.orltles, including standards for smart meter upgrades, common s
1f.ic‘at10ns for price and product definition, energy use inforr’nation andpec‘
cision time synchronization.’ The group has come to early agree]men:) on
the way information will be used to communicate between the utilities azz
t.he cons.umer and the way information is to be organized.'® This collabora-
tive, de.51gn-oriented model holds a great deal of promise for getting inter-
operability right as the smart grid comes online at scale in the Unitengt ter
This development of the smart grid illustrates why interop by desi : e's.
so crucial. The drawbacks of smart grid interoperability have tZ be tgll(l .
seriously and considered carefully at the outset of the process. The o
tential or actual costs have to be weighed against the benefits .of w}fetl?o—
teroperability enables. In the case of the smart grid, interoperabilita 'm-
.constitutive principle; it is essential for the system to work. The smar:, I:i;
Is a pure interoperability case: the enormous benefits that the smart grid
offe'rs are the benefits of interoperability itself. Higher levels of interoger
ability can improve the reliability and efficiency of the electrical ridP -
duce. the price of electricity, create a platform on which new produgcts : r:
services can be developed, and promote environmental quality and renzrvi'-
;ble energies. On balance, the question is not whether or not we should
ave smart-grid interoperability but, rather, how we can work together to

overco ini i
y me the remaining barriers and deal proactively and responsibly with
€ potential drawbacks. ’
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third architecture of the future that depends heavily on interoperabil-
Aity is the Internet of Things. The IoT, as itis called, is an emerging in-
formation network that, counterintuitively, has to do with physical objects.
The basic idea behind the IoT is that virtually every physical item-—a razor

blade, a bottle of water, a radiator, a chair, a car—can be turned into a type

of tiny computer (a “smart object”) and be connected to the Internet. Of

the three emerging examples that we describe in this chapter, the IoT is the
most speculative and the least certain to develop ina predictable fashion.
The future of the IoT depends toa Jarge extent on the question of whether
we will be able to overcome the various interoperability barriers at many
layers. The IoT isalsoa development that is more controversial than either
cloud computing or the smart grid: it is not clear to many people whether
in fact it should be built at all.

The benefits of an IoT could be substantial and widespread, but they
are speculative enough to be hard to see. The world is awash in data. A net-
worked universe of things, each connected to the Internet, would enable
us to collect, aggregate, analyze, and use these datain unprecedented ways.
An IoT could help improve our lives as patients; could help companies,
markets, and governments work more efficiently; and, most important,
could let us begin to address some of the most pressing societal challenges

we face, including the efficient allocation of natural resources such as en-

ergy and water.
Interoperability is the DNA of the IoT. Interoperability issues are written

all over it, ranging from the purely technical, as in the case of RFID stan-

dards, to the institutional, such as adequate legal safeguards for privacy.
The approaches used to overcome these interoperability problems has to
take into account drawbacks such as information overload, threats to pri-
vacy, and security concerns.

The IoT is made up of a universe of smart objects. The idea of smart
things is not new, but it has only recently become possible to produce ex-
tremely small and low-cost networked computers that canbe merged with
physical things. Although the grand vision of the 10T, in which billions of
things are connected with each other, is still a dream (or, for many people,
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.- -
Vie:/ihtmare), the first instances of the IoT are beginning to come into
The tensions inherent in the IoT as a concept—its promise as well as
the. fears to which it gives rise—are revealed through an examination of
.serles of experiments. One such experiment is an unusual building in Cala
ifornia. A team of visionary researchers at the Mobile and Enviroiment l
Media Lab at the University of Southern California asked, If a buildi .
could talk, what would it say? They wondered how a buildir:g might “fe:‘l%
abo'ut the comings and goings of people, whether it could be affected b
'thelr moods and desires, and what kind of relationship it could have wit}}:
its occupants if it could communicate with them." The lab team framed
Fhe questions as an experimental design project, created a vision of a build-
ingt,h and identified a set of innovative technologies that could give answers
5 i N :
o ;fg(;t::::s. This is the birth of what is known as the Million Story
Using an actual building at the School of Cinematic Arts as a test envi-
ronment, the lab team designed a series of location-specific interactions i
t}.le built environment and created an interface to the building by usin, r:\m
bile phones, sensor networks, and software applications. Throu; hfheo.
technologies, the students, faculty, and staff of the school can, in egffect 'se
teract with the building on a daily basis and, in some sense, ::levelo al o
lationship with it. The idea is to learn about the people iI’l the buli)ldil:-
and what they are doing there. The building creates user profiles b :
'gr'egating data about its inhabitants, learning names, locations, and a};t;f:
ities; in turn, the building can offer back to its visitors tailored ir,lformatio
according to their perceived interests. Using movie clips, photos of differe r;
jcxreas of the building, and other digital materials, the building introd .
lfself to its visitors via digital technologies—think of interac%ive aj lllltc:j:
tl;:ms o.n a smartphone that guide a user through the smart buildin!:.?The
le) uflelfit is tIl:at visitors encounter a gamelike environment as they use the
kg, . eople are asked to complete more difficult tasks within the build-
ing over time, much as gamers perform harder and harder quests in video
games. As inhabitants interact with the building and provide information
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about themselves and what they are doing, the building records these ac-
tivities as a digital archive—a living history of the new building."
The concerns associated with the Million Story Building project are as

easy to see as its attractions. Smart buildings, enabled by the 10T architec-

ture, can help visitors find their way and move around efficiently, can per-
haps even have personalized cups of coffee waiting for them at a kiosk near
their workstations or classrooms. Perhaps smart buildings will interact with
increasingly precise fitness applications, such as Fitbit (think of a net-
worked pedometer for the social web), to help visitors stay fit as they go
about their daily routines. The benefits for social and architectural histo-
rians are also plain: wouldn’t we love to know how people in antiquity made
their way through their built environments?

The same technologies that make these benefits possible—primarily,
localized sensor-based networks—also give rise to Panopticonesque fears.
We have already lost much of our privacy by recording our social lives on-
line; the IoT might well lead to a similar deterioration of individual privacy
in physical space as well.

Jails are experimenting with early implementations of the IoT."> A county
jail in the United States has started using extensive RFID technology to
track detainees and guards, enabling jail officials to understand better the
interactions among them. On visiting a cell, a guard first scans a tag on the

doorframe, which records his presence at the cell. The guard then scans an
RFID wristband on the prisoner, which records the prisoner’s identity
along with the date and time. Additional information, including the reason
for the visit, is recorded as well. The benefits associated with this experi-
ment might extend beyond the obvious security implications. If theory
holds, the effect of recording these real-space interactions may be to en-
courage more appropriate interactions on the part of both the guard and
the detainee. But the well-known problems raised with Jeremy Bentham’s
Panopticon could be raised about this IoT-powered prison experiment, too.
Schools, too, may soon turn into highly networked computing systems.
A research project is offering an East Coast school funding to experiment
with RFID technology.' Early ideas for this project include simple mea-
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sure.s, such as tracking school property—laptops and books in the library,
for instance. More extreme versions include the tracking of students fo;
example, by giving them RFID-equipped backpacks. This measure c;uld
enable parents, school officials, or police to locate students quickly in case
ofan emergency. Some parents like the idea of their child’s backpacks bein;
trackable, much as they like the GPS functionality in the smartphones theg
g'ive their kids at ever-younger ages. But these experiments, too, trigger se)-’
rxo.u's privacy concerns and well-placed worries that children are losing the
ability to grow and thrive while not being tracked at every moment *
. The benefits of highly networked tracking equipment are easier.to see
in the case of health care than in the case of schools. Hospitals, for instance,
are iflcreasingly turning to IoT-powered technology to improve patien;
monitoring, automated medication, and the preservation of patient data
In hospitals in some developing countries, RFID tags for infants are useci
to prevent baby thefts. These examples also show the connection between
two major interop stories: the IoT and the electronic health records exam-
ple we explored in depth in Chapter 11.

IoT applications can serve trivial purposes as well as profound. The IoT
has recently made its way into the coffee shop, for instance. The SMUG is
:d smart mug, outfitted with an RFID chip that enables personalized order-
ing and fast purchasing. SMUGs allow customef's to communicate their
coffee preferences and payment information to their favorite coffee
shops—a step further than the Starbucks smartphone payment initiativ
that we mentioned in Chapter 3. )

If you have made it this far into the book, you can no doubt see the ex-
tent to which the development of an Internet of Things depends on inter-
operability. And, in turn, as the IoT grows, the degree of interconnectedness
an.d interoperability will increase. Unlike the Internet, however, the IoT
brings the effects of high degrees of interoperability out of the di i,tal 1
and into the physical.'s Rl vt

. It i.s not obvious how to build the IoT at scale, even if the fears associated
‘c;’l;}l : vIv:rtehset aside. The physical world has constraints not present in the
" e context of the IoT, we once again have to contend seriously

B -
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with the geographic distances among trillions of potentially relevant physical
Is once again become relevant. And

objects. The characteristics of materia
unding environment again servesasa major con-

the topography of the surro
straint. This enormous diversity is a real challenge for establishing the IoT

with high levels of interoperability, which is invariably context-specific.
These physical constraints are essential to the puzzle because the IoT
requires object-to-object communication. Physical objects will need to
transmit information, and many of them need to be able to “Jisten” and un-
derstand transmissions. In the IoT context, technical interoperability means
that a signal can get from physical object A to physical object B. Semantic
interoperability means that A (alarm clock) and B (coffee machine) can
understand each other, that these objects “speak the same language”” Except

for the underlying wireless network systems that carry these signals, no sin-

gle global standard has emerged that regulates interoperability——either

technical or semantic——-comprehensively.
Interop is hard to accomplish for the IoT at the technology and data lay-

ers, but it is even harder at the human and institutional layers of our model.

Imagine the problems that occur if two hospitals,
tance of each other, run different versions of the 10T, from different ven-
eir patients’ care. Even if each internal hospital
an interop gap will

within a reasonable dis-

dors, to track aspects of th

system works seamlessly from a technical perspective,

persist between the two organizations that will prevent them from working

the most effective ways to help patients who move from one to

together in
well as the organizational

the other. Even if the technological systems, as
could be patched together in some ways, different

nd other higher-level interoperability
their employees, and their

structures and processes,
cultural norms, legal requirements, a
barriers may stand between the two hospitals,

patients.
These many challenges can be overcome, especially where a profit mo-

tive helps provide a driving force. The IoT is coming into being most

quickly in the context of large-scale businesses that stand to benefit from

tracking physical objects through networked technologies. The IoT is
me industries, such as retail

slowly but steadily coming into being in s0
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and consumer goods. Here, certain emerging de facto standards—for i
stance, the EPCglobal standards, which are helping standardize ite: olr ”:
tagg.ing—have been established for key components of the IoT s stm o
pecially with respect to RFID technology. The use of these stanz e:im, e's-
probably expand to related industries, including the textile and e
ceutical industries. phame
. .The development of the IoT links back to the discussion of systemic ef-
f1c1.encies in.Chapter 7. There, we discussed how bar codes haveybeeex::s;;
;ai;p:;:; mventor.y management, logistics, and accounting processes.
s RFIDctompameli, such as Walmart, have pushed their top suppliers
ags on all cases and pallets of consum i i
distribution centers and stores. RFID technology ha:rif:r(:j:es: g;ﬁzz:::'lts
throughout its supply chain. For instance, Walmart has been able to rest leli
RFID-tagged items three times as fast as nontagged items. Walmart’s s
o'f RFIDs is an early example of the IoT serving a constructive, demon: : N
tive purpose. Similar uses of basic IoT technologies across o}r ani : e
.:md units have been reported in other industries, including the fut;: l:)' ns
industry, where RFID technology speeds up vehicle pickup and im; s
customer service. e
And ye.t despite these early successes, the vision of the ubiquitous Inter-
ne.t of Thlflg.s—a system that connects large parts of the physical world
w1.th the digital—remains primarily on drawing boards and in computer
science laboratories. Some people may prefer it to remain there mefel
concept for experimentation in universities and corporate R & D’ facil't'y :
The success or failure of the IoT in the long run, as well as its desirablilli‘:;.
{4

will depend largely on how interop is established and maintained

I nter?perability plays a crucial role as an enabler of these three emergin;
Intea;'rclhlte;tur'es of the future—cloud computing, the smart grid, andgthf
et .o Things. Interoperability in the cloud is essential from the user’s
z::fec.tx‘ve, The degree and the nature of interop are among the key factors
'mining whether cloud-based technologies will be adopted or distrusted

in the |
e long run. In the case of the smart grid, interoperability is absolutely

A;
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essential; in some sense, interoperability is the DNA of the new grid. And
the vision and practice of the Internet of Things cannot even be contem-
plated without positing high degrees of interconnectedness among things
and between physical and digital space.

Interoperability issues arise at all four levels of our layer model in these
three emergent examples. The interoperability challenges at the technical
level are significant across all three architectures; they range from issues of
data formats to intricate aspects of semantic interoperability. But technical
interoperability is not the only serious challenge. In all three cases, the way
people and institutions develop and use the interoperability in these sys-
tems is just as important as how the data are designed to flow within and
across them. Each of these cases also poses legal and policy issues, espe-
cially related to privacy and security, as more and more data flow across
the boundaries of states in ways that are hard to track and manage.

Although each of these three emerging architectures raises problems, as
a matter of substance, the potential benefits of increased interoperability
in each case should ultimately outweigh the drawbacks. That is certainly
true in the case of cloud computing and the smart grid; it is less obvious in
the case of the IoT, which is both harder to envision and more controversial
on its face. In the near future, societies will need to focus on how to manage
the costs and benefits of the interop that is inevitably part of each of these
three systems.

No matter what complex system we decide to build next to make this
world a better place, it will require a shared commitment to increasing the
interoperability of our systems, our institutions, and ourselves in produc-
tive ways. Whether at the technology, data, human, or institutional level,
the optimal degree of interop will emerge in these three cases, and in others
we can hardly imagine, only as a result of a massive collaborative effort. A
broad group of stakeholders, from both the private and public sectors, will
need to work together strategically, in good faith, over along period of time
to get interop right. As a matter of process, the principal drawback of this
type of collaboration is that these processes take more time than ad hoc,
private-sector innovation ordinarily does on its own. And these processes

-<
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are hard to pull off: they require deep trust, ongoing commitment to active
engagement and openness,

short-term gains in favor of s
benefits of such large-scale ¢

and a willingness by participants to set aside
hared long-term systemic improvements. The
- ollaboration, though, far outweigh these costs:
stability as new systems come on line; efficiency and other immediate be, ‘
efits for consumers and businesses alike, with well-managed dow: ; -
risks; and sustained innovation in new emerging systems. ’ e



CONCLUSION

The Payoff of
Interop as Theory

ow are we to manage the unprecedented degree of intercon-

nectivity that has been created between and among people and

systems in the digital age? This is one of the most significant
questions of our age. Much depends on our ability to maximize the benefits
of this unparalleled and growing level of connection and information flow
while minimizing its potential risks. We need to get interop right as a matter
of public policy, as we address big issues like sustainability and climate
change. Interop is also important in the private sector as a matter of strategy,
in terms of helping businesses thrive and innovate. The theory developed
in this book is designed to help consumers, business leaders, policy makers,
and the public at large to make more informed—and ultimately, better—
decisions about the ideal level of interconnectivity among complex systems
and their components, about what we want to get out of interoperability,

AN
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and about the breakwaters that should be put in place to make sure it stays
at the optimal level.

The theory of interoperability outlined here can be used in four ways:
first, as a framing device and an organizing principle—in essence, as high-
level theory; second, as a description, to guide us in our understanding of
certain phenomena, mostly to do with information and technology, in the
age in which we live; third, as an effort to predict what the future holds and
what debates will surround the subject of interoperability in years to come;
and finally, as a normative device, one that should drive and inform the
kinds of decisions policy makers ought to make in order to lead to the kind

of good societies in which we all wish to live.

INTEROP AS HIGH-LEVEL THEORY

The theory of interop that we develop and test throughout this book draws
together a series of seemingly unrelated events, innovations, and themes
in such a way as to establish unexpected and revealing patterns. What, for
instance, do the global economic crisis that started in 2008, health care re-
form, global climate change, and the emergence of the social web and cloud
computing have in common? All have interoperability at or near their core,
what makes them possible and what can make them dangerous. The study
of interop helps us see the promise and the perils of highly interconnected
systems in our increasingly globalized economy through the similarities
and differences among these widely ranging examples.

As a theoretical framework, the study of interop sheds light on what
tends to go right and what can go wrong with complex systems that rely
upon a constant exchange of information, most commonly mediated by
digital and networked technologies. Although some of the interop stories
included in this book—such as the evolution of emergency systems, ship-
ping containers, and bar codes—predate today’s digital era, they have im-
portant relevance for interop in the current age. The implications of this
theory of interop are highly relevant for the next generation of complex
systems. After all, it was not possible for information to flow as quickly or

as consistently across organizational and national boundaries even a few
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decades ago. Nor have people and materials been nearly as mobile and in-
terconnected as they are today.

One of the key insights offered by interop theory is the degree to which
.the proper functioning of systems that seem to be predominantly technical
In nature—such as air traffic control systems, cloud computing, or the
smart grid—depends on how well human beings and institutions c;n work
together. Over the past decade, much thought and money have been spent
.making information and communication technologies more robustpand
Improving the systems that rely on them. It is crucial that we advance our
technological know-how and practices to ensure that our data are safe and
our privacy protected. But the theory of interop also highlights that we
have to think equally hard about the appropriate design of the fragile in-
f:erfaces where technology, data, human, and institutional layers intersect
if we want to harness the benefits of the unprecedented interconnectivit
in the future. Examples such as emergency communications and healtli’

care information teach important lessons about what has worked and what
has not.

INTEROP AS DESCRIPTION

Interoperability research does not only lead to an abstract theory; it also
helps at a precise, descriptive level. The careful study of interopelrability
helps explain specific phenomena in a complex world. An understandin
of how interoperability functions in the context of case studies revealf
much about what makes complex systems work well and what leads to their
.failure. Our methodology has been to explore case studies where we imag-
'me interoperability might be part of the magic behind a system’s functioj—
fng, for good or for ill. These case studies have taken us from the worlds of
information technology, commerce, and trade to health care, emergency
respf)nse, and the related fields of energy and environment. These case
studies are posted freely on the web, at http://cyber.lawharvard.edu/inter
operability, for anyone to read. These are the raw data and collected stories
that we have worked from in the pages of this book; we have woven these
narratives into the frame of our argument. They also stand alone as rich
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descriptions of how complex systems function and of where they can break
down.

These case studies describe connections that are hard to see on the sur-
face but that are essential to the functioning of our complex world. Alook
beyond the surface of everyday phenomena——such as digital music, bar
codes on products, instant messaging, and shipment containers (the boxes
in which goods tend to flow around the world, on large ships and on
trains)—encounters the hidden links and information channels among sys-
tems, components, and applications. It also discovers how much their ca-
pacity to work together depends ona complex set of choices, made over a
long period of time, by alarge number of players. These players have typi-
cally included technologists, consumers, companies, legislators, courts, and
others. To make things more complicated, many of these decisions have
been made in an ad hoc, decentralized fashion—certainly without any
grand interop plan to guide the way. Given this decision-making process,
it is surprising how well many of today’s systems work together and how
interoperable our world has become. At the same time, many of the case

studies also illustrate how hard it is to undo bad decisions of the past. The
legacy problem and the problem of path dependency (which we observed
especially in the library and e-health contexts) are reminders of how im-
portant it is to think about interoperability ina proactive, strategic fashion.
Interop helps us understand issues related to globalization and how our
cultures differ from one another. A global perspective, as we look forward,
can help expose culturally specific approaches to interoperability. China,
for instance, with its enormous market size, has a particular set of strategic
interests with regard to interop. Chinese government and private compa-
nies are developing independent standards for certain information and
communication technologies outside the realm of the international stan-
dardization organizations described in this book. Chinese officials have
seen the development of their own standards as a matter of potential com-
petitive advantage, both in security and in the marketplace. Officials in the
United States are beginning to see standardization and interoperability is-

sues in a similar light.
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. Such diverging regional interop approaches are also visible in a compar:
1501': of everyday experiences. Consider, for instance, the dissimilar wa ps i :
which we in Western countries and our friends in Asia deal with diffe -
electrical plugs. In China, the solution to this annoying interop problz;e:t
'not an adapter but, rather, a pragmatic, multiplug design of the power outl “
itself, built into the wall. Or take the example of a contactless ix}:tero ubft
smart card, called Suica (the Super Urban Intelligent Card) )that is zer?i "
pa)‘r the fare on trains in Japan. This nicely designed card w;rks outssi(:le 1:Of
trains, too; the Suica is increasingly accepted as a form of e-money for uo
chases in stores, at kiosks, and in taxis. Meanwhile, in the United Sytatesp wre
carry around wallets stuffed with different credit cards, swipe cards to alllo
zs various forms of access, and separate customer loyalty cards from 01‘::
ru,
e rgnsi:logr.e, our grocery store, and the place where we get our coffee in the
These examples from Asia suggest another lesson from our research: i
teroperability, in virtually every context we have studied, is in constant ﬂ B
and is occurring at differing rates around the globe. Rapid technolo, iu};
progress.combined with highly dynamic market forces will continue togc;:—
ate new interoperability challenges and at the same time change the char-
acf.er (.)f old problems. But the problem side of the equation is not the onl
thing in flux. The ways in which we address interoperability challenges may
fc-:‘;mge over ti‘me as well, because we will learn from our own successes o};
: flt‘;‘r:‘s” z:il Tmll also be inspired by different approaches from other parts
This theory and these case studies may be most immediately relevant
to those who work in the industries and areas examined in the specific
cases, such as computing and the web, libraries, and health care infor:ljmatio
systems. The implications are easiest to see in the context of informatioz
:’ebc‘l:ir:;lsogz tc;:slf:}iles. Thli importance of an interoperability strategy is
e Incr: v'{orl at Apple, IBM, Microsoft, or Oracle, in the
= Compani.es arelsu;g. ly, the next generation of big information tech-
e e tlr'lg even more on strategies of interoperability:
4 gle, and Twitter are all building enormous businesses by

p .
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developing, and sharing wide access to, highly interop(?rable platforms. The
same is true of companies all around the world, many in Europe and others
in the fast-growing markets of East Asia.

But these issues are highly relevant to policy makers and consumers, too.
The job of setting policy in the digital era increasingly calls for a dee}; unci
derstanding of interoperability and how it affects a broad range oflega a.n
policy outcomes. It is an issue of competitiveness and of national securltyi
And for consumers, the level of interop that people demand has a powerfu
effect on the decisions companies make as they design their products alfd
services. Higher levels of interoperability can be great for consu.mers in
terms of convenience, but it can also pose risks for security and privacy, as
we have seen in the cases of Google’s Buzz and Facebook’s Beacon products.

INTEROP AS PREDICTION
Interoperability theory helps company executives and government. policy
makers by enabling them to make better predictions. ‘T'he study of mtlero;}
helps decision makers look ahead as they try to anticipate the results o
their actions today. For instance, a large technology company may wanf to
know whether it makes more sense to allow free access to and cor.mectlon
with core systems, opening them up to other developers (as Twitter af’ld
Facebook have done on the social web), or whether traditional st'rategles
of exclusion are a better way to go. In the online world at least, the.l.ncreasé
ingly common answer seems to be that high levels of interoperability lea
to better results for individual companies, for the industry at large, and for
consumers. ‘
But a well-designed interop strategy, as we have seen timfe and aga.m,
must also get the degree of interoperability right. It is essential to realize
that high levels of interoperability can lead to further prob'le.ms, often re-
lated to security and privacy, homogeneity, and lock-in. It is 1mportant.t0
craft interop strategies that take advantage of what we knc.)w to be the ma.jort;
advantages of highly interconnected systems while working hard to demin
systems that mitigate its several potential downsides. Interop theory ¢

help guide this design process.
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Smart interop strategies adopted by tech companies, as well as sound

interop choices made by users and regulators, will help harness the benefits
of digital interconnectivity while avoiding its risks. But the most challeng-
ing interop problems often stem from the sheer complexity of the systems
we want to make work together. For instance, it is very hard to envision
what a successful interoperability strategy for the next generation of air
traffic control systems will or should look like, because there are so many
stakeholders around the world and so many different technologies in-
volved. The same is true of international financial markets, where it is very
hard to model the effects of the most highly interconnected systems and
the most complex financial instruments. Viewed from this angle, our stud-
ies highlight the urgency and importance of sound interop strategies design
to handle complexity at a global scale. Our theory demonstrates how users,
companies, and governments should expect to come up against limits of
how effectively we can predict outcomes in the most highly interoperable,
complex environments—a major trade-off that we must realize we are mak-
ing as we continue the process of deep interconnection.

INTEROP AS A NORMATIVE MATTER
Finally, the close study of interop helps determine what we, as societies,
ought to do in certain circumstances. The study of interop can inform de-
cision making about what the most promising approach might be to any
given new interop problem. Interop theory helps us consider how we might
solve the problems that we expect to face in the near future. The health
care debate and the need to preserve human knowledge in a digital era, for
instance, are two pressing issues that will require governments, companies,
and consumers to have a firm understanding of interop issues. The emerg-
ing architectures of cloud computing, the smart grid, and the Internet of
Things also present intricate interop problems that we, as societies, will
need to address.
At a granular level, this emerging theory of interoperability provides a
framework for sound interop policy making and puts forth a process-
oriented model for policy makers who are seeking to address interoperability
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problems that have arisen or are likely to arise. Most of the cases we have
examined here are not straightforward instances of clear lawmaking; they
tend to involve cultural and societal factors that shape the responses by
governments, and vice versa, These factors may influence, for example, the
instruments a government may use in addressing a given interop problem.
To generalize, European lawmakers have appeared to be more inclined to
regulate interop ex ante than their US counterparts, whereas US lawmakers
have tended to rely on market forces up front and to turn eventually to cor-
rective ex post mechanisms as needed. Several of the most recent examples
that we have studied, including e-health and the smart grid, suggest a pos-
sible trend toward convergence between the US and European approaches.
Increasingly, blended approaches, where public and private actors work to-
gether to establish optimal levels of interop, play an important role on both
sides of the Atlantic. And, as demonstrated by our examples from Japan,
China, and beyond, such approaches, in addition to innovative strategies,
are emerging around the world.

The greatest payoff from the close study of interop ought to be the man-
ner in which it guides our decision making on some of the biggest questions
of our increasingly global, interconnected, digital world. It should push us,
as individuals and as societies, to acknowledge and address the costs and
benefits of deep interconnection among technologies, data, humans, and
institutions. We need to understand, too, the implications of the failure of
complex systems to work together in optimal fashion. Fundamentally, a
deep understanding of interop will help us as we work together, across our
many roles and functions in society, to fashion the kind of world in which
we wish to live.






